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Chapter 2 Review Questions
Question 1: Define the concepts of cybercrime, information warfare and cyber terrorism
Information warfare is defined as an idea that consists cyber terrorism. Specifically, the concept concerns the collection or even utilization of information and technology to attain a benefit over another party. In particular, information warfare are the actions intended to protect, exploit, corrupt, deny, or even destroy information or information resources to attain a considerable advantage, goal, or even victory over an adversary (Janczewski, 2007). Other scholars define the concept as a coherent as well as synchronized blending of both virtual and physical actions to have states, firms, as well as people perform or even not perform actions so that the set goals as well as objectives are achieved and maintained while preventing competitors from doing the same. Cyber terrorism is a politically or ideologically motivated attack or threat of attack against computer systems, information, computer programs, and data that can contribute to violence against civilian targets. Lastly, cybercrime is defined as the commission of a crime with the utilization of a computer and a network.     
Question 2: What are the six components of information warfare?
Information war comprises six elements including military deception, information attacks, psychological operations, physical destruction, electronic warfare, as well as security measures. Psychological operations include the use of information to affect the state of mind of the adversary. Specifically, this can include propaganda or even the spreading of data intended to convince individuals to subscribe to a particular belief, doctrine, or even behavior. Electronic warfare needs to undermine the quality, availability, as well as accuracy of an adversary's information while inhibiting the adversary's information-collection capabilities (Janczewski, 2007). In addition, military deception is an attack that misleads an adversary concerning military abilities or intentions. Physical information warfare consists of a physical attack on an information system. Similarly, security measures are the approaches of protecting an information system in an effort to prevent or reduce an adversary’s attack. Lastly, an information attack is the direct corruption of data without transforming the physical elements where it is located.   
Question 6: Name and describe various types of information attacks
Some of the types of information attacks include web site defacement. Specifically, this is an attack on a website that transforms the visual appearance of the site or even a webpage. Notably, this is the work of defacers who take part in breaking into a web server as well as replace the hosted website with one of their own. Additionally, cyber plagues including viruses and worms attack computer programs and system. Notably, such information attacks contribute to information loss. On the same note, the aforementioned attack tries to disrupt the normal functioning of the computer, steals private and important information, or illegally enters a private computer or computer system (Janczewski, 2007). Lastly, distributed denial-of-service attacks is an attempt by a cyber-attacker to prevent legitimate utilization of service. Specifically, these attacks destruct or change information configuration for a system, the costs for legitimate operation requires, as well as the actual physical modification of network elements.
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